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NONUTUKA NHOOPMALIMOHHOWU BE30MNACHOCTM
B 000 «BEBUHAP TEXHONOINA»
(BbINucka)

YTBEepxaeHa

npukasom ['eHepanbHOro aupeKkTopa
000 «BEBMHAP TEXHOINOI MnN»
(Mpuka3s ot 28.06.2021 Ne2021-06/10)

OBLUUE NMNOJTOXEHUA

NHdopmauus 9BnseTcs LeHHbIM U XXM3HEHHO BaXHbIM pecypcoM ObLiecTBa ¢ orpaHNY4eHHON
otBeTcTBeHHOCTbi0O «BEBUHAP TEXHOJIOIMMN» (nanee — «O6wecTtBo»). Hactoswasa
Monutnka nHpopmaumoHHon 6e3onacHoctn B OO0 «BEBUHAP TEXHOJTOI N» (panee -
«Monutuka») npepycmaTpuBaeT MpUHATME HeOoOXOAMMbIX Mep B LUenax 3aluThbl
KoprnopaTMBHON UHopMauuM, paccMaTpuBaeMon fanee Kak LeHHbIn akTne Obuectsa oT
CNMyYalHOro unu npegHamMepeHHoOro U3MeHeHNs, PackpbITUA UM YHUUTOXEHUS, a Takxe B
uensx cobnogeHns KoHuaeHUManbHOCTN, LENOCTHOCTU M AOCTYMHOCTU UHOpMaumw,
obecneyeHns npoLecca aBToMaTM3aMpoBaHHON 06paboTkn aaHHbIX B ObLyecTBe.

TpeboBaHua HacTosiwen MNonuTukn pacnpocTpaHsitoTca Ha Bcex PaboTHukoB O6uiecTBa, a
TaKXe y4YUTbIBAKOTCHA B OTHOLIEHUAX C TpeTbuMu nuuamm (KoHTpareHtamu ObuiecTsa).

LLEJIN

Hactoswas [Monutuka ABnseTcA OcHOBoOMoOMarawwmM [OKYMEHTOM, Onpeaenstowmm
CMCTEMY NPUOPUTETOB, NMPUHLMMNOB 1 METOAO0B obecrnevyeHuns 3aLnLEHHOCTU SM1IEKTPOHHbIX
NHdopmaumoHHbix pecypcoB ObuiectBa. [MonoxeHua [MOAMTUKM [ONXHbI  ABMATHCS
METOAONOrMYECKOM OCHOBOW AnA  pa3paboTkM HOPMATUBHbIX W OPraHM3auMOHHO-
pacrnopsaauTenbHbiX JoKymMeHToB ObwecTtBa B 06nactui 3awmTbl MHpopMauun.

Llenamun HacTosiwen MNonutukn aenaTcs:

® COXxpaHeHue KoHduaeHumanbHoCcTM HGOpMaUNOHHBIX PEecypcoB, MCMOSb3YyeMbIX
OobLuecTBOM;

e obecneyeHne HenpepbIBHOCTU OOCTyNa K MHAOPMAaLMOHHbIM pecypcam ObuiecTsa
AN noaaepXkKu busHec-geaTenbHOCTH;

® 3awmMTa UENOCTHOCTU KOpropaTMBHOM uHOPMaUuM C UENbio noaaepXaHus
BO3MOXHOCTM O6LiecTBa MO OKa3aHMK YCNyr BbICOKOrO KayecTBa M MNPUHATUIO
3 (PEKTUBHBIX YyNPaABNEHYECKMNX PELUEHUN;

e MOBbIlEHNe ocBefoOMNEHHOCTM PaboTHMKOB B 06nacTM puCKoB 6e3omnacHocTw,
CBSA3aHHbIX C MHOPMaLUMOHHbIMK pecypcamu ObLLecTBa;

e onpegeneHne CTeneHn OTBETCTBEHHOCTM U 00a3aHHocTen PaboTHUKOB MO
obecneyeHunto MIHpopmaumoHHomn 6e3onacHocT B O6LLECTBE;
obecneunTb 3aMLEHHbIE N HENPEPbIBHblE BU3HEC-NPOLIECCHI;
COXPaHUTb M 3aLUTUTb KITMEHTCKNE OAHHbIE;
COXPaHUTb M 3alUTUTb KOPNOPaTUBHbIE AAHHbIE.
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OBJIACTb NPUMEHEHUSA HACTOSLLIEW NOJNIUTUKN

TpeboBaHua HacToswen [lonuTukn pacnpocTpaHAawTca Ha Bco  WHdopmauuio wu
MHopmaumoHHbie cuctembl Obulectea. CobntogeHne HacTosawen MNMonutnkn obssatensHO
ona Bcex PaboTHMKOB (Kak MOCTOSIHHbIX, TaK M BpeMeHHbIX). B poroBopax ¢ TpeTbumu
niuamu, nonydvarowmmu goctyn K WMHdgopmaumm O6wectBa, AomxHa ObiTb OroBopeHa
06s3aHHOCTb TpeTbero nuua no cobnoaeHnio TpedboBaHuin HacToswen MNonnTuKN.

CTPYKTYPA UYACTHbIX MOJIMTUK U TPEBOBAHWA WHO®OPMALIMOHHOMN
BE3OIMNACHOCTHU

Hactosawas Monutuka, ABMNASICb AOKYMEHTOM BEPXHErO YPOBHS, OMUCHLIBAET LEenu U
OCHOBHbI€ HarnpaBneHns UX JOCTUXEHUSA.
[eTtanbHble TpeboBaHNA pasnuyHbIX obnacTten nHpopMaumMoHHo 6e30nacHOCTY NPUBEAEHDI
B YyacTHbIX MonuTtukax Ib n pernameHTax, BKio4asi, HO He OrpaHUYMBasCh:

 PernamMeHT naposbHOM 3aLuuThl;

 PernameHT o6HapyXeHUst n pearmpoBaHns Ha MHUMAEHTbI UB;

 PernameHT opraHusaumm aHTUBUPYCHOW 3aLUMTbI.

[Ona otoenbHbX obnacten n cuctemM AonyckaeTcs MMETb OTAESbHble YaCTHbIE MOSIUTUKY,
ycTaHaBnuBawlme 6onee xectkune TpeboBaHus v npasuna. B cnyyae Hanuuua takon
NONMUTUKN HEOHXOAMMO PYKOBOACTBOBATHLCS €€ MOSIOXEHUSIMM.

TPEBOBAHUA U PEKOMEHAOALIUU

B O6wecTtBe pa3pabaTbiBaeTca v NoaaepXuBaeTCca ynpaBiseMbld U JOKYMEHTUPOBAHHBLIN
npouecc obecneyeHns HenpepbiBHOCTM 6u3Heca, yuuTbiBalowWmin TpeboBaHuA Mo
NHdopmaumoHHon 6e3onacHocTu. lNMnaHbl HenpepbiBHOCTM 6M3Heca onpeaenstoT o6LLyo
cucTtemMy Mep, OTBETCTBEHHOCTb, Heobxogumble TpeboBaHMsa W ycrnosua Ans
npenoTBpaLLeHns MpepbiBaHU KPUTUYECKM BaXHbIX OGU3Hec-npoueccoB, obecneyeHus
TpebyeMoro ypoBHSI  AOCTYMHOCTM  VIHpOpPMaUMOHHbLIX  pecypcoB, CEPBUCOB U
NH(PACTPYKTYpPbl, @ TAaKXe BOCCTAHOBIEHWS MOCHe aBapuw.

Mpu opraHunsaummn goctyna TpeTbuM nnuam K 3awmiaemMboim VIHopMaLUMOHHBIM CUCTEMaM B
O6uwecTtBe Komunccuen no nHdhopmMaumMoHHOM 6€30MacHOCTM OCYLLECTBASITCA MEeponpusaTus
no obecneveHuio NB:

- onpefeneHne puckoB, CBA3aHHbLIX C NpefoCcTaBlneHneM Aoctyna TpeTbum nuuam K
KoHdunaeHumnaneHon nidopmauum;

- (hbOpMMNPOBAHNE HA OCHOBE OLIEHKN PUCKOB MEPEYHS MEPONPUSTUIA N0 06ecneyeHnto
MB npu npepgocTtaBneHnn goctyna TpeTbuMm nvuam K KoHduaeHumanbHOW mMHgopmaumm
O6buwecTBa 1 UX peanusauus;

- 3aKJI4YEeHNe cornalleHnss 0 KoHduageHumanbHOCTKU ¢ TpeTbnMM NUUAMKU, KOTOPbIM
npepgocTaenseTca aocTtyn Kk KoHdpuaeHumanbHon nHdopmauumn ObLiecTsa.

PaboTHkM 1 TpeTbn nuua, MMerowme NpaBo yganéHHoro goctyna kK MHdopmaunoHHbIM
pecypcam O6uiectBa, OonmxHbl cobnogate TpeboBaHue, UCKIoYalllee OAHOBPEMEHHOEe
NnoakmtoyeHne Mx KomnbioTepa kK cetn O6wectBa M K KakMM-nmbo ApyruM ceTsimM, He
npuHagnexawmm O6uiecTay.



Bce komnbloTepsbl, NOAKMYaeMble NOCPeAcTBOM yAan&HHOro AocTyna K MHAOpMaLMOHHOMN
cetn O6LllecTBa, AOMXHbl UMeTb MporpaMMHoe obecrieyeHne aHTUBMPYCHOW 3alluuThl,
nMeloLLLee rnocneaHne o6HOBNEHMS.

KomnbloTepHoe  obGopypoBaHve, npepoctaBneHHoe  OOLWECTBOM, SIBNSIETCA  €ro
COGCTBEHHOCTbIO M MpeAHa3Ha4YeHO AN UCMONb30BaHUS UCKIIOYUTENIBHO B CIYXEOHbIX
Lensax.

Bce nporpammHoe obecrneyeHne, yCTaHOBMEHHOE Ha npepocTaBneHHoM OG6LLeCTBOM
KomMnbloTepHOM  06OpyaAoBaHuUM, SIBMSIETCA COGCTBEHHOCTbIO O6lectBa U AOMXKHO
NCMNONb30BaTbCA UCKMHYMTENBHO B CNYXEOHbIX LEensx.

Bce onepaunoHHblie npouenypbl 1 npouenypbl BHECEHUA N3MEHEHUN B MHq)OpMaLI,I/IOHHbIe
CUCTEMbI N CepBUCHI OO0JTKHbI ObITb OOKYMEHTUpPOBaHbl, 1 NMPON3BOANTLCA B COOTBETCTBUN C
npouepnypamm, cornacoBaHHbIMU Komuccuen no I/IHq)OpMaLl,I/IOHHOI;l 6e30MnacHoCTM!.

O6 wu3BECTHbIX WM nopo3peBaeMblx HapylweHusx WHdgopmaumoHHon 6e3onacHocTu
TpeTbM nuuam Heobxogumo coobliaTb MO agpecy 3MeKTPOHHOW Mo4Tbl security@mts-
link.ru, a Takxe TpeTbyu NMLA AONXHbI 3HAaTb O TOM, YTO HU NMPU KaKNx 06CTOATENbCTBAX OHM
He [OMXHbl NbITaTbCsl UCMOJIb30BaTb CTaABLUME UM U3BECTHbLIMU criabble CTOPOHbLI CUCTEMbI
©e3onacHocTu.

OTBETCTBEHHOCTb 3A HAPYLLEHUE NOJIUTUKU

PykoBoactBo O6uectBa oTBeyaeT 3a cocTtosHue WMB O6wectBa u obecneuynBaeT
peanu3auuio MonnMTNKK, BKIoYas perynspHbIi KOHTPOSb €€ UCNOSNIHEHUS, aKTyanu3aumio n
BblAernieHne HeobxoauMmbix ans obecneyeHns MB pecypcoB, a Takkxe opraHu3aumio
ocBefoMIIeHHOCTM U 0by4yeHua PaboTHnkoB B o6nactu obecneyerns Vb.

PaboTHukn O6LLecTBa HeCyT OTBETCTBEHHOCTb 3a pa3lrfialleHue u yTpaTy uHdopmauumu,
noanexalien 3awmTe, a Takxke 3a HapyLUeHVe YCTaHOBMNEeHHOro nopsiaka obecnevenns Ub.

PaboTHMKM, pas3rnacuBwne noafiexallyro 3awmte MHAQOPMaLMIO WU HapylumMBLUME
YCTaHOBJIEHHbIA MOPSAAOK obpalleHna ¢ Hel, a Takke PaboTHMKM, MO BWHE KOTOPbIX
npou3oLuna ee yTpata WM WUCKaXeHuWe, HeCcyT OTBEeTCTBEHHOCTb B COOTBETCTBUMM C
3akoHopaTtenbcTBoM Poccuinckon depepaumn.

PabotHukam O6LlecTBa 3anpellaeTcs HapylwaTtb YCTaHOBMNEHHbIe NpaBuna obecneveHns Vb
M CKpbIBaTb haKTbl BO3HUKHOBEHWUA MHUNAEHTOB UB.

PaboTHukn O6LecTBa, He BbiNonHsowme TpeboBaHns HacTosawen MonMTUKK 1 NoKasbHbIX
HopMaTMBHbIX akToB ObLiectBa B ob6nactu VB, MoryT 6biTb NpUBREYeHbl K OTBETCTBEHHOCTH
YyCTaHOBJIEHHbIM MOPSAKOM.
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